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How Much Fraud Do You Want to Catch?
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Presentation Agenda

Let’s Play a Game!
Spot the fraud before it’s too late…

The New Era of Fraud
Emerging threats (voice cloning, deepfakes, phishing, synthetic IDs, AI agents) + evolving countermeasures

Lessons from Model Validation
Evolving countermeasures: behavioral biometrics, improved AI models (unsupervised learning)

Closing the Case
Three takeaways for better fraud detection
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Family Fraud
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Family Fraud

Scenario 1
A customer who banks in Ohio makes several 
purchases in Spain, including a hotel deposit and 
restaurant charges…
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Scenario 2
A longtime customer who typically spends $100 a 
day suddenly makes $4,000 in electronics 
purchases at 3 a.m. in the morning…

Family Fraud
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Scenario 3
A business customer walks in and requests a 
$75,000 wire transfer to a new vendor. He says he 
was directly instructed by the CEO to come to the 
bank and make this transaction…

Family Fraud
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Scenario 4
A new customer opens a new deposit account 
online. Their ID looks authentic, and their personally 
identifiable information all checks out…

Family Fraud
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Scenario 5
One afternoon, your bank’s fraud model detects 18 
transactions in 15 minutes across several online 
retailers, including some international sellers…

Family Fraud
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Family Fraud
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Nigerian prince scams—then and now
2. AI-Assisted Social Engineering and Phishing

Sources: https://grahamcluley.com/worlds-craziest-nigerian-email-scam-2/; https://us.norton.com/blog/online-scams/nigerian-prince-scam

2000s

2020s
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Microsoft reports large-scale “code of conduct” phishing campaign affecting ~13,000 companies
2. AI-Assisted Social Engineering and Phishing

Source: https://www.microsoft.com/en-us/security/blog/2026/05/04/breaking-the-code-multi-stage-code-of-conduct-phishing-campaign-leads-to-aitm-token-compromise/
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Combine real and fake information to create a unique identity to carry out a scam
3. Synthetic Identity Fraud
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Combine real and fake information to create a unique identity to carry out a scam
3. Synthetic Identity Fraud

◆ Fake identities are cultivated over many 
months or years

◆ Goal is to pass Know Your Customer (KYC) 
checks and establish normal behavior:

► Open accounts with reasonable activity

► Pay small bills on time

► Link social accounts

◆ Make identity appear organic in preparation 
for committing a larger crime
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1 2 3 4

Autonomous agents create new opportunities for fraud
4. AI Shopping Bots & Agentic Threats

Natural language 
processing to 

understand intent

Multi-source fact 
corroboration and 

search (scan 
billions of listings)

Cross-compare 
merchants using 
structured spec 

filtering

Compliance 
assessment and 
fulfillment (auto 

checkout)
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Autonomous agents create new opportunities for fraud
4. AI Shopping Bots & Agentic Threats

Source: https://finance.yahoo.com/technology/ai/articles/five-major-banks-blocking-ai-165359538.html
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Behavioral Biometrics
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Behavioral Biometrics
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Common Types of Testing for Fraud Models

◆ Above-the-line testing (ATL)

► Identify activities that were flagged, but should not have been

► Deals with false positives

◆ Below-the-line testing (BTL)

► Identify activities that were not flagged, but should have been

► Deals with false negatives

◆ Sensitivity testing
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Rule-Based Fraud Model

Data Inputs Score 
OutputsModel Logic
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Model Logic

Rule-Based Fraud Model

Data Inputs Score 
Outputs

Account Takeover
Excessive ATM Usage
High Velocity Card 
Usage
Unusual Wire Transfer
Suspected Mule 
Account
Check Kiting
Excessive Credit
…and many more
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Model Logic
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Model Logic
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Rule-Based Fraud Model Testing

Check 
Kiting

A customer has deposited checks totaling >$5,000 
and withdrawn >75% of the funds within 3 days.

A customer has deposited checks totaling >$6,000 
and withdrawn >75% of the funds within 3 days.

A customer has deposited checks totaling >$7,000 
and withdrawn >75% of the funds within 3 days.

A customer has deposited checks totaling >$8,000 
and withdrawn >75% of the funds within 3 days.

For customers where the statement is 
true…

Scores below 80 Scores above 80
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Rule-Based Fraud Model Testing

Check 
Kiting

A customer has deposited checks totaling >$5,000 
and withdrawn >75% of the funds within 3 days.
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and withdrawn >80% of the funds within 3 days.
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Rule-Based Fraud Model Testing

Check 
Kiting
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Scores below 85 Scores above 85

Rule-Based Fraud Model Testing

Check 
Kiting

A customer has deposited checks totaling >$5,000 
and withdrawn >75% of the funds within 3 days.

Same condition →

Same condition →

Same condition →

For customers where the statement is 
true…

Scores below 80 Scores above 80

Scores below 75 Scores above 75

Scores below 70 Scores above 70
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When the Scoring Logic is Hidden
Machine Learning Model Testing

Alert Threshold

 Alert Generated →← No Alert 
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Alert Generated
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Alert All Customers

Alert High-Risk Only
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When the Scoring Logic is Hidden
Machine Learning Model Testing

Alert Threshold

 Alert Generated →← No Alert 
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When the Scoring Logic is Hidden
Machine Learning Model Testing

Alert Threshold

 Alert Generated →← No Alert Confirmed Customer-Reported Fraud
(Missed by model or passed by investigator)
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When the Scoring Logic is Hidden
Machine Learning Model Testing

Alert Threshold

 Alert Generated →← No Alert Confirmed Customer-Reported Fraud
(Missed by model)

No reasonable model
would’ve caught this…

Perhaps the model
should’ve alerted…
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When the Scoring Logic is Hidden
Machine Learning Model Testing
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When the Scoring Logic is Hidden
Machine Learning Model Testing

Alert Threshold

 Alert Generated →← No Alert 
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When the Scoring Logic is Hidden
Machine Learning Model Testing

Alert Threshold

 Alert Generated →← No Alert Can we be reasonably sure no-one who 
scored a 75 should be alerted?

• How many high-risk customers?
• How many prior confirmed cases?
• Does the logic have any gaps in 

coverage?
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Romance Scams

Source: https://www.imdb.com/title/tt14992922/; https://www.imdb.com/title/tt37694034/; https://www.imdb.com/title/tt37108224/
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Romance Scams

Goal: Detect if a customer’s account is being drained over time

◆ Percentage decrease in account 
balance between periods → 
large decreases are bad

◆ Check customer age → ages 
over 65 indicate potential elder 
abuse

Existing Logic

◆ Consider if new relationships 
have been added to the 
customer profile

◆ Consider if money is leaving via 
atypical transaction types

Logic Refinement
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Unemployment Fraud

Source: https://www.pbs.org/newshour/politics/how-billions-in-covid-19-pandemic-relief-aid-was-stolen-or-wasted

WASHINGTON (AP) — Much of the theft was brazen, 
even simple.

Fraudsters used the Social Security numbers of dead 
people and federal prisoners to get unemployment 
checks. Cheaters collected those benefits in multiple 
states. And federal loan applicants weren't 
cross-checked against a Treasury Department 
database that would have raised red flags about 
sketchy borrowers.

Criminals and gangs grabbed the money. But so did a 
U.S. soldier in Georgia, the pastors of a defunct church 
in Texas, a former state lawmaker in Missouri and a 
roofing contractor in Montana.

All of it led to the greatest grift in U.S. history, with 
thieves plundering billions of dollars in federal 
COVID-19 relief aid intended to combat the worst 
pandemic in a century and to stabilize an economy in 
free fall.



© 2026 Darling Consulting Group, Inc. 93

Unemployment Fraud

Goal: Detect unusual patterns in unemployment insurance (UI) deposits

◆ None (use existing transaction 
volume/frequency logic)

Existing Logic

◆ Detect UI payments from 
multiple states or out-of-state

◆ Check if UI payee does not 
match account holder’s name

◆ Monitor new accounts that 
receive government payouts

Logic Refinement
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Student Aid Fraud

Customer profile inconsistent with student1

Incoming aid → outgoing digital assets2

Unrelated students using same account3
Student aid refunds to unrelated 
customer4

New account funded by student aid5

Business account receiving student aid6
Incoming P2P/wire from student aid 
account7

Aid accounts accessed out-of-state or int’l8

Many aid accounts created online quickly9

Source: https://www.fincen.gov/system/files/2026-07/FinCEN-Alert-Fraud-Schemes-Targeting-Federal-Student-Aid.pdf
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Student Aid Fraud

Customer profile inconsistent with student1

Incoming aid → outgoing digital assets2

Unrelated students using same account3
Student aid refunds to unrelated 
customer4

New account funded by student aid5

Business account receiving student aid6
Incoming P2P/wire from student aid 
account7

Aid accounts accessed out-of-state or int’l8

Many aid accounts created online quickly9

Source: https://www.justice.gov/opa/pr/justice-department-unveils-indictments-nationwide-ghost-student-fraud-scam-linked-kenyan
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Student Aid Fraud

Goal: Detect fraudulent student aid proceeds

◆ None (use existing flow of funds 
logic for P2P/wire transactions 
and virtual currency detection)

Existing Logic

◆ Detect student aid deposits with 
3+ P2P payments within 7 days

◆ Detect student aid deposits 
50%+ sent int’l within 7 days

◆ Update keyword search lists with 
student aid-related terms

Logic Refinement
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Three takeaways for better fraud detection
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1. Model Not Tuned to the Bank’s Risks

◆ Using out-of-the-box settings 
means that:

► Time may be wasted on low-quality 
alerts

► Model doesn’t reflect bank’s risk 
tolerance

► False positive rate may be too high

◆ Proper tuning actually saves time!

Default
Settings
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2. Inadequate Testing of Missed Fraud

◆ Review confirmed fraud cases that 
did not generate alerts and ask:

► Why wasn’t this caught?

► Should the model have caught it?

► Is there a gap in coverage?

◆ Evidence-based approach to 
check that the model works
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3. Weak Ongoing Monitoring

◆ Establish meaningful performance 
indicators that tracks:

► Changes in false positive rate, 
alert-to-detection rate, precision, recall, 
etc.

► Performance by relevant customer 
segmentations

► Dollar amount of money saved (e.g., the 
“value detection rate”)

◆ Common roadblock: “But the software 
doesn’t have this report…”

January

February

March

April

May

June

July

August

September

October

November

December

No Alert
Alert → Fraud
Alert → No 
Fraud
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Open for business

0%
Not on my watch

100%
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Funny, we were just saying 
the same about you!

Your fraud model is getting 
a little too smart!
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October 27, 2026
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Questions & Answers
The New Fraud Landscape—Fighting the Emerging Threats of 
Tomorrow
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Thank you!
The New Fraud Landscape—Fighting the Emerging Threats of 
Tomorrow


