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BSA/ AML Fr aud

Differences
Regulatory Compliance
Even if no financial loss,

we must investigate and report

Financial Loss Prevention
Even if no regulatory requirements,

we must protect our bank and customers

Similarities
Interconnected Risks

Proceeds from fraud lead to 
money laundering

Similar Processes
Similar data and processes for 

generating and investigating alerts

Shared Objectives
Both aim to detect unusual or 

high-risk behavior
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BSA/ AML Fr aud

Longstanding Risks
◆ Deterioration of model performance
◆ Alert fatigue + high false positive rates
◆ Coverage gaps + emerging risks
◆ Reactionary nature of behavioral detection
◆ Customer due diligence deficiencies
◆ Data availability + quality
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BSA/ AML Fr aud

Emerging Risks
◆ Mobile wallets, instant 

payments, P2P apps
◆ Cryptocurrency, decentralized 

platforms
◆ New types of money services 

businesses (MSBs) and hidden 
money transmitters

◆ Deepfakes, voice/video 
impersonation, GenAI makes 
forgeries easier

◆ Romance scams (pig butchering)
◆ Account takeover
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1970
The Bank 
Secrecy Act 
is enacted

A Brief History of Suspicious Activity Reports

1996
The 
standardized 
SAR form 
was created

2000
FinCEN publishes 
the SAR Activity 
Review, Vol. 1

2013
Mandatory e-Filing 

of SARs begins

2015
First “SAR Stats” 
report is published

20252021

2005
FinCEN 
publishes first 
advisory

2010
Advisories start 
to include red 
flags 

2014
Final issue of

the SAR Activity 
Review, Vol. 23

Second 
Interagency 
SAR FAQ

First 
Interagency 
SAR FAQ
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Recent Interagency SAR FAQs

◆ “Keep open” requests from law enforcement

◆ SAR filing based on subpoenas or law 
enforcement inquiries

◆ Customer relationships after filing a SAR

◆ SAR filing based on negative news

◆ SAR monitoring for negative media alerts

◆ Information in SAR narratives

◆ Character limits

First 
Interagency 
SAR FAQ

2021

Source: https://www.fincen.gov/system/files/2021-01/Joint SAR FAQs Final 508.pdf
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Recent Interagency SAR FAQs

◆ SAR filing around the CTR threshold

◆ Conducting continuing activity reviews

◆ Timelines for continuing activity reviews

◆ Documenting decision not to file a SAR

2025
Second 

Interagency 
SAR FAQ

Source: https://www.fincen.gov/system/files/2025-10/SAR-FAQs-October-2025.pdf
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Recent Interagency SAR FAQs

◆ SAR filing around the CTR threshold

◆ Conducting continuing activity reviews

◆ Timelines for continuing activity reviews

◆ Documenting decision not to file a SAR

No more automatic structuring SARs → A SAR is not 
required solely because transactions are near the $10,000 
CTR; only required when there is suspicion of CTR evasion

No mandatory post-SAR reviews → No requirement to 
conduct a later separate review just because a SAR was 
filed, unless it's part of a risk-based approach

Flexible continued activity reporting → Institutions can 
use their own, risk-based timelines, although continuing 
activity reports are still required if activity persists.

No requirement to document “No SAR” decisions → 
Clarify that there is no legal mandate to document every 
decision not to file a SAR.



© 2026 Darling Consulting Group, Inc. 10

A

B

C

D

Presentation Agenda

What Regulators Expect
Evolving regulatory expectations around suspicious activity reporting

Common Pitfalls: Case Studies from Model Validations
Real-world case studies and examples of model improvements discovered through validation

Recent Developments in SAR Filing: The Age of AI
Case study of a validation of a SAR narrative assistant (large language model)

Conclusion
Ideas for maintaining a resilient and effective SAR process



© 2026 Darling Consulting Group, Inc. 11

Common Types of Testing for BSA/AML Models

◆ Above-the-line testing (ATL)
► Identify activities that were flagged, but should not have been

► Deals with false positives

◆ Below-the-line testing (BTL)
► Identify activities that were not flagged, but should have been

► Deals with false negatives

◆ Sensitivity testing



© 2026 Darling Consulting Group, Inc. 12

Model Logic

Rule-Based AML Model

Data Inputs Score Outputs

Cash In Cash Out
International Transfer
Transaction Volume
Transaction Frequency
Flow of Funds
Structuring
Human Trafficking
Terrorist Financing
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Model Logic

Rule-Based AML Model

Data Inputs Score Outputs

0 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100

Scores above 80 
flagged as alerts

Low
AML/CTF

Risk

High
AML/CTF
Risk
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Rule-Based AML Model Testing

Structuring

A customer has conducted cash transactions larger 
than $5,000 more than 3 times within 7 days.

A customer has conducted cash transactions larger 
than $5,000 more than 4 times within 7 days.

A customer has conducted cash transactions larger 
than $5,000 more than 5 times within 7 days.

A customer has conducted cash transactions larger 
than $5,000 more than 6 times within 7 days.

For customers where the statement is true…
Scores below 80 Scores above 80
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Rule-Based AML Model Testing

Structuring

A customer has conducted cash transactions larger 
than $5,000 more than 3 times within 7 days.

A customer has conducted cash transactions larger 
than $6,000 more than 3 times within 7 days.

A customer has conducted cash transactions larger 
than $7,000 more than 3 times within 7 days.

A customer has conducted cash transactions larger 
than $8,000 more than 3 times within 7 days.

For customers where the statement is true…
Scores below 80 Scores above 80
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Scores below 85 Scores above 85

Rule-Based AML Model Testing

Structuring

A customer has conducted cash transactions larger 
than $5,000 more than 3 times within 7 days.

Same condition →

Same condition →

Same condition →

For customers where the statement is true…

Scores below 80 Scores above 80

Scores below 75 Scores above 75

Scores below 70 Scores above 70
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When the Scoring Logic is Hidden
Machine Learning Model Testing

Alert Threshold

Alert Generated →← No Alert 
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Alert Generated

No Alert

SARs Filed
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Score All Customers

Score High-Risk Only
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When the Scoring Logic is Hidden
Black Box Model Testing

Alert Threshold

Alert Generated →← No Alert Confirmed Customer-Reported Fraud
(Missed by model)

No reasonable model
would’ve caught this…

Perhaps the model
should’ve alerted

…or no reasonable
model would’ve
caught this
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When the Scoring Logic is Hidden
Black Box Model Testing

Alert Threshold

Alert Generated →← No Alert Can we be reasonably sure no-one who 
scored a 75 should be alerted?

• How many high-risk customers?
• How many prior SARs?
• Does the agent logic have any gaps 

in coverage?
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Inconsistencies in Country Risk Coverage

Very Low Risk Countries
No Monitoring

High Risk Countries
Monitor >$1

Medium Risk Countries
Monitor $5,000+

Low Risk Countries
Monitor $9,000+

Mexico Monitor $15,000+

China Monitor $20,000+
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Address False Positives Smartly

◆ Triage and used a risk-based approach to 
reduce alert volume

◆ Use a whitelist for repeated alerts due to 
explainable situations (e.g., payroll, large 
recurring payments, etc.)

◆ Clear policy and criteria for types of 
behaviors that require a full investigation 
vs. quick dismissal
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Logic using keywords from transaction description or merchant info

Crypto Keywords
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Logic using keywords from transaction description or merchant info

Crypto Keywords

1. Model logic uses 
keywords related to crypto 

exchanges to identify 
crypto deposits

2. Validation found that 
some keywords were 

defunct

3. Further investigation 
found gaps in coverage of 

keywords

41 crypto keywords 35 active, 6 defunct Looked for exchanges 
with over $1B in market 

capitalization
21 names missing
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Romance Scams

Source: https://www.imdb.com/title/tt14992922/; https://www.imdb.com/title/tt37694034/; https://www.imdb.com/title/tt37108224/
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Romance Scams

Goal: Detect if a customer’s account is being drained over time

◆ Percentage decrease in account 
balance between periods → 
large decreases are bad

◆ Check customer age → ages 
over 65 indicate potential elder 
abuse

Existing Logic

◆ Consider if new relationships 
have been added to the 
customer profile

◆ Consider if money is leaving via 
atypical transaction types

Logic Refinement
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Unemployment Fraud

Source: https://www.pbs.org/newshour/politics/how-billions-in-covid-19-pandemic-relief-aid-was-stolen-or-wasted

WASHINGTON (AP) — Much of the theft was brazen, 
even simple.

Fraudsters used the Social Security numbers of dead 
people and federal prisoners to get unemployment 
checks. Cheaters collected those benefits in multiple 
states. And federal loan applicants weren't cross-
checked against a Treasury Department database that 
would have raised red flags about sketchy borrowers.

Criminals and gangs grabbed the money. But so did a 
U.S. soldier in Georgia, the pastors of a defunct 
church in Texas, a former state lawmaker in Missouri 
and a roofing contractor in Montana.

All of it led to the greatest grift in U.S. history, with 
thieves plundering billions of dollars in federal COVID-
19 relief aid intended to combat the worst pandemic in 
a century and to stabilize an economy in free fall.
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Unemployment Fraud

Goal: Detect unusual patterns in unemployment insurance (UI) deposits.

◆ None (use existing transaction 
volume/frequency logic)

Existing Logic

◆ Detect UI payments from 
multiple states or out-of-state

◆ Check if UI payee does not 
match account holder’s name

◆ Monitor new accounts that 
receive government payouts

Logic Refinement



© 2026 Darling Consulting Group, Inc. 30

A

B

C

D

Presentation Agenda

What Regulators Expect
Evolving regulatory expectations around suspicious activity reporting

Common Pitfalls: Case Studies from Model Validations
Real-world case studies and examples of model improvements discovered through validation

Recent Developments in SAR Filing: The Age of AI
Case study of a validation of a SAR narrative assistant (large language model)

Conclusion
Ideas for maintaining a resilient and effective SAR process



© 2026 Darling Consulting Group, Inc. 31

Application of Large Language Models

SAR Narrative Assistant

Transaction 
monitoring 

flags customer

Case Data (exported as 
structured JSON files)

Verified Responses 
(“Ground Truth”)

BSA/AML Policies, 
Procedures, and 

Regulations

Typologies 
Database

Case officer 
deems activity 

SAR-worthy

Prompt 
Template

Case officer 
edits LLM output 
and completes 

narrative

SAR goes through 
approval process 

and gets 
submitted

BSA E-Filing
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Application of Large Language Models

SAR Narrative Assistant

Prompt Template
> Your are a AML investigator and you are writing a narrative for a 

suspicious activity report (SAR).

> You may only use the following case evidence: (1) transaction 
summary, (2) investigator notes, (3) alert explanation, (4) customer 
KYC data, (5) BSA/AML policies.

> You must cite the evidence ID in each sentence, if evidence is used.

> If required information is not contained in the evidence, state that 
it is unknown.

> Do not infer motives or speculate.
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Application of Large Language Models

SAR Narrative Assistant

Case Data (exported as structured JSON files) 
{
  "case_id": "CASE-2026-000123",
  "alert_id": "ALERT-987654",
  "alert_type": "Structuring",
  "alert_generated_date": "2026-03-28",
  "case_status": "Open",

  "customer": {
    "customer_id": "CUST-456789",
    "name": "John A. Doe",
    "date_of_birth": "1985-07-12",
    "risk_rating": "Medium",
    "customer_type": "Individual",
    "occupation": "Restaurant Owner",
    "onboarding_date": "2021-06-15",
    "expected_activity": {
      "monthly_cash_deposits": "20000-30000",
      "geography": ["US-CA"]
    }
  },

"accounts": [
    {
      "account_id": "ACC-111222",
      "account_type": "Checking",
      "open_date": "2021-06-15",
      "status": "Active",
      "currency": "USD“
    }
  ],

  "transactions": [
    {
      "transaction_id": "TXN-001",
      "date": "2026-03-20",
      "amount": 9800,
      "type": "Cash Deposit",
      "channel": "Branch",
      "location": "Los Angeles, CA",
      "counterparty": null    },
    {
      "transaction_id": "TXN-002",
                                                   (...and so on)
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Application of Large Language Models

SAR Narrative Assistant

Typologies Database
{
  "typology_id": "TYP-001",
  "typology_name": “Deposit Structuring (Cash)",
  "category": "Money Laundering",
  "description": "Deliberate structuring of transactions 
                  to avoid CTR reporting requirements.",

  "red_flags": [
    "Multiple cash deposits just below $10,000",
    "Transactions conducted across multiple branches",
    "Rapid succession of deposits within short timeframes“
  ],

  "behavioral_patterns": {
    "velocity": "High frequency within 3–7 days",
    "amount_pattern": "Consistently below regulatory threshold",
    "channel_usage": ["Branch", "ATM"]
  },

  "customer_profiles": [
    "Cash-intensive businesses",
    "Individuals with no clear source of cash income“
  ],

"risk_indicators": [
    "Deviation from historical deposit behavior",
    "Lack of business justification for structured amounts“
  ],

  "example_narrative_language": [
    "The subject conducted multiple cash deposits just 
     below the $10,000 reporting threshold, indicating 
     potential structuring activity.",
    "This pattern appears designed to evade Currency
     Transaction Report (CTR) requirements.“
  ],

  "keywords": [
    "structuring",
    "CTR evasion",
    "cash deposits“
  ],

  "related_typologies": [
    "TYP-002“
  ]
}
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Data Privacy & Security
SAR Narrative Assistant

DCG’s Validation Approach for LLMs

Check the prompt 
template

Check examples of 
case data that are 
fed into the model

Check if there is 
post-generation 

evidence checking

Conduct 
hallucination tests

Review the policies 
and procedures for 

human review

1 2 3 4 5
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Data Privacy & Security
SAR Narrative Assistant

DCG’s Validation Approach for LLMs

◆ The model must be forced to reference retrieved evidence objects through prompts

◆ The model must have a defined role and task definition

◆ The model must have constraints, guardrails, and failure handling instructions

Check the prompt 
template

Check examples of 
case data that are 
fed into the model

Check if there is 
post-generation 

evidence checking

Conduct 
hallucination tests

Review the policies 
and procedures for 

human review

1 2 3 4 5
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Data Privacy & Security
SAR Narrative Assistant

DCG’s Validation Approach for LLMs

◆ The model should not make up anything; it needs to tell you when the available case 
data is does not provide sufficient information to write a narrative
► Create cases with missing data inputs

► Create cases with contradictory evidence

► Create cases with empty retrieval results

Check the prompt 
template

Check examples of 
case data that are 
fed into the model

Check if there is 
post-generation 

evidence checking

Conduct 
hallucination tests

Review the policies 
and procedures for 

human review

1 2 3 4 5
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Data Privacy & Security
SAR Narrative Assistant

DCG’s Validation Approach for LLMs

◆ Human review should be meaningfully embedded at key decision points (e.g., alert 
disposition, SAR drafting/approval)

◆ Procedures should define clear roles, responsibilities, and override authority to ensure 
the model supports AML investigator judgment

Check the prompt 
template

Check examples of 
case data that are 
fed into the model

Check if there is 
post-generation 

evidence checking

Conduct 
hallucination tests

Review the policies 
and procedures for 

human review

1 2 3 4 5
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Transaction 
monitoring 

flags customer

Case Data (exported as 
structured JSON files)

Verified Responses 
(“Ground Truth”)

BSA/AML Policies, 
Procedures, and 

Regulations

Typologies 
Database

Case officer 
deems activity 

SAR-worthy

Prompt 
Template

Case officer 
edits LLM output 
and completes 

narrative

SAR goes through 
approval process 

and gets 
submitted

BSA E-Filing

Application of Large Language Models

SAR Narrative Assistant

Case Officer Case Officer

BSA Officer

Prompt Engineer
Prompt Engineer

Prompt Engineer

Model Owner

Model Validator/Auditor
Model Validator/Auditor



© 2026 Darling Consulting Group, Inc. 40

A

B

C

D

Presentation Agenda

What Regulators Expect
Evolving regulatory expectations around suspicious activity reporting

Common Pitfalls: Case Studies from Model Validations
Real-world case studies and examples of model improvements discovered through validation

Recent Developments in SAR Filing: The Age of AI
Case study of a validation of a SAR narrative assistant (large language model)

Conclusion
Ideas for maintaining a resilient and effective SAR process



© 2026 Darling Consulting Group, Inc. 41

Topics Covered Today

Recent regulatory perspectives

FinCEN publications & advisories

Emerging risks

Model testing examples

Model tuning ideas

Decisioning based on customer risk

Address high false positive rates

Maintain updated keywords

Evolving scams

Impact of GenAI on future of SARs
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1 2 3
Establish Testing & 
Prove Performance

• Tune the model with 
regularity

• Build feedback loops: 
ongoing monitoring 
informs testing plan

Have a Handle on 
Emerging Risks

• Keep up-to-date on the 
new risks facing your 
institutions

• Understand changes in 
money laundering and 
fraud typologies

Plan for Constant
Improvement

• Improve work flow: align 
with recently eased 
regulatory expectations, 
reduce false positive rate

• Integrate customer risk 
into SAR process and 
decisioning

Maintaining a Resilient and Effective SAR Process
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Thank you!
SARs: From Detection to Decision-Making
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