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Ransomware Mitigation
Implement Effective Training and Testing

Establish robust and frequent employee awareness training

Administer incident response planning and testing – every second counts

Test network security, social engineering, IT controls, backups

Implement patch management, multi-factor authentication (MFA), offsite backups

Verify escalation procedures for non-compliant employees

Monitor risk trends and discuss changes with key vendors and regulators

Include {External} in subject line or banner in body of emails
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ATM Jackpotting Mitigation
Jackpotting uses a physical key and malicious software to trick the 
machine into dispensing the entire cash vault at once

1) Monitor ATM alerts.
2) Change locks.
3) Install additional, monitored, or 

alarmed sensors. 
4) Encrypt the hard disk inside the 

top-hat and disable unnecessary 
ports. 

5) Ensure patches are applied 
promptly and regularly. 

6) Review exposure limits – cash vault 
amounts, cash service frequency. 
7) Assess insurance coverage. 
8) Protect ATM information such as 
schedules, camera positions, and 
vendors.
9) Communicate with your peers, 
vendors, and regulators. 
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