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U.S. Payments Infrastructure
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Faster Payment Flows   
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$$$

FED MASTER ACCOUNT OR CORRESPONENT BANKING ACCOUNT

Enabling 24/7 Two-Way Messaging with Real-Time Settlement



Delivering Capabilities Expected of a 21st Century Platform

Always on
24x7

FIs have five seconds to accept or reject 
an incoming payment
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Instant Payments Use Cases 



 Almost 900 financial institutions live (as of July 12, 
2024)

 Hundreds more in current pipeline

 Variability across service providers; provider options 
continue to expand

 Most community banks that are live are in receive-
only mode

 Positive feedback to-date regarding implementations

 Very low transaction volume
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 ~600 FIs live on RTP

 90% of the FIs on the RTP network are CFIs

 Much of the volume is comprised of digital wallet 
payouts, Zelle over RTP, early wage access 
payments, and merchant account transfers / A2A 
payments

Instant Payments Usage is Growing   



✓ “Know Your Payee:”  Improve user 
awareness of payee scams 

✓ Pre-Payment Pop-Ups:  “Do you 
know/trust this payee?”  “Payment 
is immediate and final – are you 
sure?”

✓ User Education:  How Instant 
Payments differs from other 
payments; beware of scam payees

Managing Fraud as Adoption Grows 
RTP AND FEDNOW are credit-push payment systems ➔ safer design than direct debits

✓ Fraud Prevention:  The most important 
elements leverage existing industry efforts

✓ Strong Sender Authentication:  
Confirming account holder ID

✓ Payee Verification: New payee 
validation; initial payment limits; 
payee changes

✓ Payment Pattern Analysis:  Anomalous 
/ unusually large payments; rapid 
repeats

Primary Fraud Risk is Account Takeover/Unauthorized Payments 



Fraud Lessons from 10+ Years of Faster Payments Internationally 
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Two main types of fraud have been identified: authorized (e.g. scams) & non-authorized

Payment 
Successful

-$500.00

Payment
App

▪ Non-authorized fraud:
▪ Identity theft
▪ Friendly fraud
▪ Cybercrime/ data breaches
▪ SIM swap

▪ Authorized Push Payment fraud (APP Fraud):
▪ Only the UK and Japan have regulations in place to 

protect victims from APP fraud.
▪ The most common type of APP fraud includes 

impersonation scams, advanced fee scams, and 
malicious redirection of payments.



Fraud “use cases” differ by payment type

Credit-Push Debit-Pull Either

Account Takeover Fraudulent Instruction Payee Scam

1. Set up a Payee DDA, 
e.g., mule

2. Access Payer DDA 
(steal creds, phishing)

3. Unauthorized payments to 
mule/fraudster DDA

1. Steal account numbers (lots 
of them)

2. Make fraudulent 
instruction (card, CNP, 
check)

3. Unauthorized anonymous 
purchases until account 
frozen

1. Set up a Payee DDA 

2. Dupe Payer into paying; 
fraudulent inducement

3. Authorized payments to 
Bad Payee DDA (is this 
payment fraud?)



Fraud prevention differs dramatically by payment type

Credit-Push Debit-Pull Either

Account Takeover Fraudulent Instruction Payee Scam

• Login authentication

• New Payee verification 
/ limits

• Payment pattern 
analysis

• Real-time authorization

• Secure large data pools

• Make instrument 
harder to counterfeit

• Mask account # 
(tokens)

• Educate Payer

• Secure emails (BEC)

• Pop-up warnings

• Payee name 
verification



 Strong, multi-factor authentication

 Verify new payees

 Holistic cross-channel fraud detection

 Educate clients and employees

Instant Payments Fraud Prevention Summary
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Instant Payments are Safer By Design But Certain Steps Need to Be Taken 
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ICBA Instant Payments Pilot Opportunity

Instant Payments Pilot with Pidgin

 Many community banks are starting to participate in instant payments; however, the vast majority are starting out 
in receive-only mode, volume is low, and participation is not yet translating into tangible value for customers, and 
revenue for the bank.

 As participation grows and the market matures, the next phase of growth will entail an increase in send volume 
across institutions of all sizes.  Integration across cores, digital channels, and value-add overlay services will help 
drive this growth.

 ICBA Payments is partnering with a market leading fintech enabler for faster payments – Pidgin.  Objective is to 
prove out the instant payments model for community banks, and share our findings with industry.  E.g., the fintech 
integration model, use cases that resonate with community banks and small business customers, the business 
case for instant payments, etc.

 If you would like to join us on this journey, we are looking for interested pilot partners!
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Additional ICBA Instant Payments Resources 

https://www.icba.org/our-positions-a-z/payment/payments/faster-payments 

https://www.icba.org/our-positions-a-z/payment/payments/faster-payments


Rebecca L. Kruse

EVP, Chief Operating Officer

Rebecca.Kruse@icba.org

Ken Royal

EVP, Chief Information/Technology Officer

ken.royal@icba.org

Thank you
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